
   
 

 
Date Approved: 31/10/2025                                       Next Review Date: 31/10/2026 
Approved by: SIRO                                                        Owner: Data Protec�on and Informa�on Governance Officer    
Version: 6.0                                                     
  1 
 

 
 

 

 

 

 

Informa�on Security 

Policy 
 

 

 

 

 

 

 

 

  



   
 

 
Date Approved: 31/10/2025                                       Next Review Date: 31/10/2026 
Approved by: SIRO                                                        Owner: Data Protec�on and Informa�on Governance Officer    
Version: 6.0                                                     
  2 
 

Document Version Control 
 

Version  
Number 

Change/Update Author/Owner Date  

V1.0 N/A Informa�on 
Governance Lead 

15/05/2013 

V1.1 Addi�on of policies and procedures at sec�on 4; 
amendment of the Government Classifica�on Policy 
informa�on at 6.1; amendment of 7.3. 

Informa�on 
Governance Lead 

10/12/2013 

V1.2 Addi�on of policies and procedures at sec�on 4; 
amendment of review frequency at 2.2; addi�on of 
legisla�on at 3.2; rewording at 5.4, 6.3 and 7.1; addi�on 
of doc and status control tables. 

Informa�on 
Governance Lead 

20/02/2014 

V1.3 Review period extended from 6 months to 2 years. Informa�on 
Governance Lead 

03/06/2014 

V1.4 Amendment of responsibili�es at 5.3 and policies at 
sec�on 4. 

Informa�on 
Governance Lead 

29/07/2014 

V1.5 Reviewed by Audit and Risk Management Commitee 
(ARMC) – addi�onal sec�ons at 1.3 and 1.4. Clarifica�on 
of roles and responsibili�es at sec�on 5. 

Informa�on 
Governance Lead 

19/08/2014 

V2.0 Final policy approved by the CHS Board. Informa�on 
Governance Lead 

26/08/2014 

V2.1 Minor amendments to reflect changes in job �tles and 
addi�ons to the legisla�ve framework. 

Informa�on 
Governance Lead 

25/03/2015 

V3.0 Final policy approved by SLT. Informa�on 
Governance Lead 

31/03/2015 

V3.1 Minor amendments made to terminology with a 
comprehensive review to take place prior to 
implementa�on of GDPR in May 2018. 

Informa�on 
Governance Lead 

 

V3.2 Review to be compliant with GDPR. Informa�on 
Governance Lead 

 

V4.0 Final policy approved by SIRO. Informa�on 
Governance Lead 

30/03/2018 

V4.1 Updates to GDPR/DPA-related policy, clarifica�on of 
roles, amendments to Standards references, updates to 
reflect online & computer-based storage, updates to 
legisla�on and to related policies, procedures & 
guidance. 

Informa�on 
Governance & 
DPO 

18/02/2022 

V5.0 Final policy approved by SIRO. Informa�on 
Governance & 
DPO 

28/02/2022 

V5.1 Amended to updated policy template. 
Minor amendments, such as job �tles.  

Informa�on 
Governance 
Officer 

29/10/2025 



   
 

 
Date Approved: 31/10/2025                                       Next Review Date: 31/10/2026 
Approved by: SIRO                                                        Owner: Data Protec�on and Informa�on Governance Officer    
Version: 6.0                                                     
  3 
 

V5.2 Updates to align with ISO 27001 ISMS requirements such 
as objec�ves, updates to legisla�on, and addi�on of 
defini�ons. 

Informa�on 
Governance & 
DPO 

30/10/2025 

V6.0 Final policy approved by SIRO Informa�on 
Governance & 
DPO 

31/10/2025 

 
 
 
 

  



   
 

 
Date Approved: 31/10/2025                                       Next Review Date: 31/10/2026 
Approved by: SIRO                                                        Owner: Data Protec�on and Informa�on Governance Officer    
Version: 6.0                                                     
  4 
 

Informa�on Security Policy 

Contents 
1. Defini�ons ...................................................................................................................................... 5 

2. Overview/Introduc�on .................................................................................................................. 6 

3. Purpose ........................................................................................................................................... 7 

4. Scope ............................................................................................................................................... 7 

5. Legisla�ve Framework .................................................................................................................... 7 

6. Rela�onship to other CHS policies, procedures, and guidance .................................................... 8 

7. Roles and responsibili�es ............................................................................................................... 9 

8. Policy statement ........................................................................................................................... 10 

9. Managing our informa�on assets ................................................................................................ 10 

10. Implementa�on, Communica�on and Compliance ............................................................... 11 

 

  



   
 

 
Date Approved: 31/10/2025                                       Next Review Date: 31/10/2026 
Approved by: SIRO                                                        Owner: Data Protec�on and Informa�on Governance Officer    
Version: 6.0                                                     
  5 
 

1. Defini�ons 
1.1 The defini�ons below are to help with the understanding of this policy and other similar 

documents.  

 
Informa�on Asset Definable pieces of informa�on, stored in any manner which is 

recognised as valuable to the organisa�on. 
 

Personal data Any informa�on rela�ng to an iden�fied or iden�fiable natural 
person (‘data subject’); an iden�fiable natural person is one who 
can be iden�fied, directly or indirectly, in par�cular by reference 
to an iden�fier such as a name, an iden�fica�on number, loca�on 
data, an online iden�fier or to one or more factors specific to the 
physical, physiological, gene�c, mental, economic, cultural or 
social iden�fy of that natural person (Ar�cle 4(1) of the GDPR). 
 

Data Protec�on 
legisla�on 

This includes the UK General Data Protec�on Regula�on (GDPR), 
Data Protec�on Act 2018, Data (Use and Access) Act 2025, the 
Privacy and Electronic Communica�ons Regula�ons, and any 
future laws concerning data protec�on and privacy. 
 

Publica�on Scheme The purpose of the Publica�on Scheme is to allow the public to 
see what informa�on is available (and what is not available) to 
access in rela�on to each class, state what charges may be 
applied, explain how to find the informa�on easily, provide 
contact details for enquiries and to get help with accessing the 
informa�on, and explain how to request informa�on we hold that 
has not been published. 
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2. Overview/Introduc�on 
 

2.1 Informa�on is one of Children’s Hearings Scotland’s (CHS) most valuable assets and 
must be adequately protected against loss or compromise. We will consider all 
processes involved that require us to collect, store, use and dispose of personal data. 
We will consider how valuable, sensi�ve, or confiden�al the informa�on is and what 
damage or distress could be caused to individuals if there was a security breach. 

2.2  CHS will take steps to ensure that informa�on is safeguarded from unauthorised use, 
modifica�on, disclosure, or destruc�on, whether accidental or inten�onal. CHS will 
also ensure that informa�on is made available to those authorised to access it and 
that we meet our regulatory and legisla�ve requirements. To meet the minimum 
mandatory measures to minimise informa�on risk CHS will appoint an Accountable 
Officer (AO), Senior Informa�on Risk Owner (SIRO), Informa�on Asset Owner (IAO), 
and a Data Protec�on Officer (DPO). The requirement to keep informa�on secure will 
be balanced with the need for CHS staff, volunteers, Clerks, and the Children’s Panel 
to operate effec�vely. CHS will ensure data is accurate, up to date and not kept for 
longer than is necessary or useful.  

2.3 CHS are commited to openness, transparency, and accountability within the 
framework of the data protec�on legisla�on, the Freedom of Informa�on (Scotland) 
Act 2002 (FOISA), the Environmental Informa�on (Scotland) Regula�ons 2004 (EIRs) 
and the Public Records (Scotland) Act 2011 (PRSA). 

2.4 Our Publica�on Scheme iden�fies the classes of informa�on we rou�nely make 
available through our website. We are commited to regularly reviewing the Scheme 
to iden�fy addi�onal classes of data that can be published to build greater public 
trust in the way we operate whilst at the same �me safeguarding personal data from 
misuse and protec�ng individuals’ rights to privacy.  

2.5 We will adopt a risk-based approach to withholding data. Our objec�ve is to strike 
the right balance in achieving transparency and maintaining confiden�ality whether 
the privacy of individuals or commercial interests, or where protec�on is in the public 
interest. Where necessary we will protect the privacy of individuals by anonymising 
data.  

2.6 The implementa�on of this policy is important to maintain and demonstrate CHS’s 
integrity in our dealings with all our stakeholders.  

 

https://www.chscotland.gov.uk/media/rxup3vmc/chs-publication-scheme-v12-0.pdf
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3. Purpose 
 

3.1 The purpose of this policy is to set out CHS’s approach to protec�ng our corporate 
informa�on from informa�on security threats, whether internal or external, 
deliberate, or accidental. 
 

3.2 The aim is to ensure that informa�on is adequately protected against loss or 
compromise. 

4. Scope 
 

4.1 This policy applies to all CHS staff and Board Members, volunteers, Clerks (including 
their teams), Experts by Experience, and third-party suppliers/contractors with access 
to CHS informa�on and/or systems.  
 

4.2 The scope of this policy includes all informa�on owned by or entrusted to CHS to 
support processes in rela�on to the opera�on of the na�onal Children’s Panel. This is 
inclusive of, but not limited to: 

 
• informa�on that is the intellectual property of CHS, 
• personal informa�on rela�ng to employees of and volunteers of CHS and other 

personal informa�on held by CHS as set out in our Privacy Statements, and 
• informa�on rela�ng to IT systems, manual systems, u�li�es, and data used in the 

func�oning of the organisa�on. 

5. Legisla�ve Framework 
 

5.1 CHS must operate within a legal framework in terms of how it collects, holds, uses, 
shares and destroys informa�on.  
 

5.2 The following legisla�on provides a framework in which CHS will operate: 
 

• Age of Criminal Responsibility (Scotland) Act 2019 
• Children’s Hearings (Scotland) Act 2011 
• The Children’s Hearings (Scotland) Act 2011 (Rules of Procedure in Children’s 

Hearings) Rules 2013 
• Children and Young People (Scotland) Act 2014 
• Children (Scotland) Act 2020 
• Communica�ons Act 2003 
• Computer Misuse Act 1990 
• Copyright, Design and Patents Act 1988 

https://www.chscotland.gov.uk/privacy-information/
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• Disclosure (Scotland) Act 2019 
• Employment Rights Act 1996 
• Environmental Informa�on (Scotland) Regula�on 2004 
• Equality Act 2010 
• Freedom of Informa�on (Scotland) Act 2002 
• General Data Protec�on Regula�on 2018 & Data Protec�on Act 2018 
• Human Rights Act 1998 
• Local Government Scotland Act 1994 
• Prescrip�on and Limita�on Acts 1973 and 1984 
• Privacy and Electronic Communica�ons Regula�on 2003 
• Public Records (Scotland) Act 2011 
• Regula�on of Inves�gatory Powers Act 2000 
• Data (Use and Access) Act 2025 
• Children (Care and Jus�ce) (Scotland) Act 2024 
• UNCRC (Incorpora�on) (Scotland) Act 2024 

 

5.3 CHS also aims to operate in accordance with the following best prac�ce standards: 
• BS ISO 15489: 2016 - Informa�on and Documenta�on – Records Management  
• BS ISO 27001: 2022 - Informa�on Security  Management System 
• Government Security Classifica�ons Policy  

6. Rela�onship to other CHS policies, procedures, and guidance  
This policy is supported by the following CHS policies, procedures, and guidance: 
 

• Informa�on Security Management System (ISMS) Policies 
• Security Classifica�ons Policy and Classifying sensi�ve documents and emails – 

summary guidance. 
• Acceptable Use Policy  
• Business Con�nuity Plan and Vital Records Strategy 
• Data Protec�on Policy 
• Handling Informa�on Requests – summary guidance 
• Informa�on Governance Policy Framework 
• Keeping Informa�on Safe Guidance Pack  
• Managing Informa�on Security Incidents Procedure and Repor�ng Informa�on 

Security Incidents– summary guidance 
• Records Management Policy 
• Reten�on and Disposal Schedule and Reten�on and Disposal – Guidance for Clerks 



   
 

 
Date Approved: 31/10/2025                                       Next Review Date: 31/10/2026 
Approved by: SIRO                                                        Owner: Data Protec�on and Informa�on Governance Officer    
Version: 6.0                                                     
  9 
 

7. Roles and responsibili�es 
 

7.1 Chief Execu�ve and SIRO 
The Chief Execu�ve (CEO) of CHS, as Accountable Officer, has overall responsibility for 
informa�on security. The CEO is responsible for ensuring that all individuals within the 
scope of this policy receive the appropriate level of training, supervision and direc�on 
to support the implementa�on of this policy.  
 

7.2 The Director of Business and Finance is designated as the SIRO for CHS and is the 
senior member of staff responsible for informa�on risk in the organisa�on. The SIRO is 
responsible for ensuring compliance with this policy and for assigning Informa�on 
Asset Owners (IAOs) to informa�on assets held by CHS. Details of these IAOs can be 
found in CHS’s Reten�on and Disposal Schedule. 
 

7.3 Informa�on Governance and Data Protec�on Officer 
The implementa�on of, and compliance with, this policy is delegated to the 
Informa�on Governance and Data Protec�on Officer (IG&DPO). They will be 
supported by the Informa�on Governance Team and Digital Team.  
 
The IG&DPO will be responsible for the following: 
 

• Suppor�ng all roles within the scope of this policy to comply with their obliga�ons 
under this policy by issuing guidance and training.  

• Monitoring and repor�ng compliance with this policy and informa�on security 
incidents.  
 

7.4 All roles within the scope of this policy 
All roles within the scope of this policy as set out in sec�on 4 are responsible for the 
following: 
 

• That they have read, understood, and comply with this policy and all related policies, 
procedures, guidance and processes1. 

• They are expected to take all reasonable steps to protect CHS informa�on from 
unauthorised use, modifica�on, disclosure, or destruc�on.  

  

 
1  For details of which policies, procedures, and guidance, CHS consider to be essential reading for your role, 
please refer to the Information Governance Policy Framework. 

https://www.chscotland.gov.uk/media/nd3a2jks/chs-retention-and-disposal-schedule.pdf
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8. Policy statement 
 

8.1 CHS has iden�fied informa�on security objec�ves, which are set out in the ISMS 
Strategic Control Objec�ves document (under Measures/Metrics sec�on). Objec�ves 
are allocated to relevant business owners to consider resource and support. The 
Informa�on Security Forum is responsible for overall delivery of the Organisa�on’s 
objec�ves, and this is monitored on a con�nual basis. Specific objec�ves are 
managed by individuals responsible for the comple�on of objec�ves. 

8.2 All informa�on owned by, or entrusted to, the organisa�on will be protected in a 
manner that is consistent with the value atributed to it, the risk we are willing to 
accept and the cost we are willing to pay. 

8.3 This policy applies to (but is not limited to) informa�on stored in the following 
formats: 

• computers and networks 
• magne�c or op�cal storage media (e.g. hard drive, tape, CD, USB) 
• in physical storage environments (e.g. offices, filing cabinets, drawers) 
• CCTV or other video format  
• online (e.g. Microso� Teams, SharePoint) 
• audio recordings 
• printed media (e.g. forms, reports, documents, records, books) 

 

9. Managing our informa�on assets 
 

9.1 CHS takes a risk-based approach when assessing and understanding the risks posed to 
 informa�on and we will use physical, personnel, technical and procedural means to 
achieve appropriate security measures ensuring processes are regularly audited. 
 

9.2 Confiden�ality and security rules con�nue to apply to all business conducted on behalf 
of CHS when an individual within the scope of this policy is working at home. Official 
informa�on must not be disclosed to those unauthorised to receive it, this includes 
informa�on recorded in any format e.g. physical documents and informa�on stored on 
IT and online systems. Individuals within the scope of this policy are responsible for 
ensuring the security of the papers, equipment, and digital informa�on, and that basic 
levels of security are in place, such as locked windows and doors, and screen lock etc.. 
Par�cular care must be taken when confiden�al papers are being transported to and 
from home. 
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9.3 CHS has iden�fied its informa�on assets and the owners of these assets. This 
informa�on is contained in the Informa�on Asset Register. From iden�fica�on of the 
assets, we ascertain any risks to those assets, the poten�al impact of these risks and 
mi�ga�ng controls to safeguard the informa�on. 
 

9.4 Please refer to the Informa�on Asset Register for more informa�on about how CHS 
will assess the risks associated with these assets and circulate to staff to ensure they 
are aware of the risks and the controls in place to limit exposure to risk. 

 

10. Implementa�on, Communica�on and Compliance 
 

10.1 To implement this policy, CHS will ensure that all roles within the scope of this policy 
are aware, and that the most up-to-date version is available and accessible.  

 
10.2 All staff, Board members, Experts by Experience and volunteers, must complete 

Informa�on Governance training as part of their mandatory induc�on training and 
refresher training. The informa�on security policy forms part of this training.  
 

10.3 In the event of a serious informa�on security incident or breach of this policy by a 
member of staff, which has the poten�al to cause damage or distress to individuals, 
CHS or the Children’s Hearings System, may find it necessary to suspend the staff 
member from their du�es whilst an inves�ga�on is carried out. Depending upon the 
outcome of the inves�ga�on, it may lead to disciplinary ac�on and/or dismissal, in 
accordance with the Staff Code of Conduct.  
 

10.4 In the event of a serious informa�on security incident or breach of this policy by a 
member of the CHS Board, which has the poten�al to cause damage or distress to 
individuals, CHS or the Children’s Hearings System, may find it necessary to liaise with 
Sco�sh Government for them to take ac�on whilst an inves�ga�on is carried out by 
The Standards Commission for Scotland in line with the Board member’s Code of 
Conduct.  

 
10.5 In the event of a serious informa�on security incident or breach of this policy by a 

panel member, PPA, or Expert by Experience, which has the poten�al to cause damage 
or distress to individuals, CHS or the Children’s Hearings System, may find it necessary 
to suspend the panel member or PPA from their du�es, or require the Expert by 
Experience to step back  from their ac�vi�es whilst an inves�ga�on is carried out. 
Depending upon the outcome of the inves�ga�on, it may lead to removal from their 
role at CHS. 
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10.6 In the event of a serious informa�on security incident or breach of this policy by a 
Clerk or their team member, with access to CHS informa�on, which has the poten�al 
to cause damage or distress to individuals, CHS or the Children’s Hearings System, this 
will be handled in line with the terms of the contract to ensure contractual obliga�ons 
are met. 

 
10.7 In the event of a serious informa�on security incident or breach of this policy by a 

third-party contractor/supplier with access to CHS informa�on, which has the 
poten�al to cause damage or distress to individuals, CHS or the Children’s Hearings 
System, this may lead to a review or termina�on of CHS’ contract with the third-party. 
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